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Getting 
Started with 

enTerprise 
Business 

ArchiTecTure
EA teams must find ways to 

generate EBA artifacts and also 

leverage the business modeling 

efforts within projects. Doing so 

positions them to contribute to the 

high-level decision-making process 

of a strategic transformation effort 

driven by the enterprise’s highest 

levels of leadership.

By Tim Westbrock 

Many enterprise architecture (EA) groups struggle with 
affecting change in the ongoing activities and existing 

project portfolio that demonstrably moves the enterprise to-
ward the future state business strategy. One of the reasons 
is a lack of understanding of business strategy, process, in-
formation, and operations from the perspective of business 
executives. Some EA groups are beginning to overcome this 
challenge with the help of an enterprise business architecture 
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effort, with active participation from business professionals. 
Many organizations, large and small, public and private sector are consis-

tently faced with many of these problem statements:

●● We have information. How can we make better use of it?

●● How can our business leverage the cloud?

●● What technology capabilities can we better exploit?

●● Where do we need more integration between business processes?

●● Why is it so hard to connect business processes?

●● Where do we need business processes to be the same across our 
enterprise?

●● Who is looking at the whole solution portfolio rather than just indi-
vidual solutions?

From our perspective, we suggest that the EA program can help with these 
problems by identifying and then articulating the vision of the future busi-
ness in a way that both business and IT executives will understand. Further, 
they not only can identify needed changes in the future, but also potential 
time- and cost-saving efforts to implement them within the existing project 
portfolio. A key to being able to do this for the business is the creation of an 
enterprise business architecture.

Enterprise business architecture (EBA) is gaining a lot of attention in EA 
programs, at industry conferences, in the press, and even in the boardroom at 
some progressive, mature companies. We have definitely seen an increase in 
the number of programs formally developing EBA as part of their overall EA, 
but those efforts are all over the place in terms of artifacts, methods, process, 
and participation. At one extreme, there are IT-only efforts, focused on busi-
ness capabilities and business process modeling. At the other, although rare, 
there are business executive owned and sponsored efforts focused on making 
real business transformation occur in a planned fashion.

What is EntErprisE BusinEss architEcturE?
Enterprise business architecture is a set of artifacts/methods that help busi-
ness leaders make decisions about direction and communicate the business 
changes that need to occur in their enterprise to achieve their vision. The 
audience for EBA is business leadership, more specifically enterprise-level 
business leadership—the CEO, president, CXO, board of directors—basi-
cally the highest level of management in your enterprise. The purpose for 
EBA then is twofold:

●● Assist the highest level of management in your organizations to make 
decisions about the future.

●● Communicate the changes that need to be made across the organiza-
tions to follow those decisions.
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The reason that so many organizations have strug-
gled, and will continue to, is that this work is not solely 
the domain of IT professionals. It requires real business 
expertise and an executive viewpoint to develop and 
leverage an EBA effectively. This happens to be the 
biggest issue for IT-centric EA groups as they try to get 
started with EBA.

We see three different scenarios under which EBA 
either gets started or takes another step forward. These 
are not mutually exclusive.

Scenario 1: The IT-centric EA group develops a set of 
EBA artifacts, including high level context diagrams of 
business processes and information flows, relationship 
matrices to map business process, information entities, 
and/or business applications to each other. Our experi-
ence has shown that involving business professionals in 
this scenario adds to the quality of these initial deliver-
ables, if they are available to participate. The advantage 
of this scenario is that these types of artifacts position 
the EA team to communicate more effectively with 

business executives when they have a chance to have 
a discussion at a strategic, transformational level. The 
disadvantage is that the artifacts will lack credibility 
and alignment with true business direction until there is 
more involvement from business executives.

Scenario 2: There is a major implementation effort, such 
as an ERP, that requires a large presence of business pro-
fessionals looking at business processes and information 
in the areas to be supported by the implementation. 
This effort usually involves some level of business pro-
cess and information modeling, as well as some appli-
cation portfolio analysis. If the EA team has previously 
created the artifacts mentioned in Scenario 1, they can 
be leveraged here. However, since this is an implemen-
tation effort with finite boundaries, scope, schedule, and 
budget, those deliverables are not usually part of the im-
plementation team’s plan. However, the EA group has a 
great opportunity to leverage this broadly scoped effort 
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to both create more business-friendly artifacts and link-
ages between artifacts at different levels of abstraction. 
Most importantly, though, access to senior executives 
involved in the high level decision-making processes 
would allow the EA group to demonstrate that EA can 
help with the context, impact, and implications of those 
decisions.

Scenario 3: An enterprise is engaged in a long-term, 
broadly impacting, strategic transformation of the way 
that its business is fundamentally operating, such as 
Smart Grid in an electric utility, e-government, or a 
major merger/acquisition. This effort is driven by the 
board of directors, CEO, or highest level of manage-
ment with an eye on the long-term growth and persis-
tence of the enterprise. These tend to be multi-year, 
high-dollar investments with far-reaching impact on 
the way the company will operate, the way it is orga-
nized, the information needed, the skills and competen-
cies of the work force, and the business applications and 

figure 1
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IT infrastructure. In more than one instance, we have 
seen senior executives proactively involve EA in these 
types of activities. Executives like that the EA group can 
speak their language, think long-term, create useful ar-
tifacts that simplify the enterprise’s complexity, and also 
bring domain knowledge of a key enabling area of the 
company—information technology.

conclusion
Let’s wrap this up with a question that I have been ask-
ing most groups I have spoken to in recent years: “As an 
enterprise architect, are you architecting the enterprise, 
or are you architecting the IT environment?”

I dare say, most of you (if not all) would answer 
honestly that you are architecting the IT environment 
(apps, data, and infrastructure), albeit with a signifi-
cant alignment with the business of your enterprise. In 
any case, I suggest that true EA requires both business-
owned enterprise business architecture (EBA) and en-
terprise information architecture (EIA). 

The implication of this suggestion is that EBA as 
thought of in the traditional sense is not within the do-
main of IT; but rather, it is owned, driven, and primarily 
developed and maintained by a group of business pro-
fessionals within the enterprise. Further, there is also a 
separation of EIA and enterprise data architecture, with 
EIA in the business domain and data architecture join-
ing application and technology in the IT domain. Figure 
1 depicts the relationships described above. A&G 

Tim WesTBrock is a leading 
authority on it leadership, 
enterprise architecture (ea), 
enterprise portfolio management, 
governance, and organizational 
issues related to enterprise level 
planning. he started eadirections 
with George Paras from the meta 
Group in 2006. he has worked 
with 300+ companies in various 
industries and the public sector 
to mentor them in their approach 
to enterprise architecture. a frequent lecturer and 
educator at industry events and workshops, he has more 
than twenty years experience in the it industry as an 
analyst, consultant, and architect. 
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The 
evolving 
DefiniTion 
of risk
Is Risk Riskier Than Ever?

By Luis Ramos

Risk is an inherent part of an organization’s life cycle. 
It is found within all departments, at all stages of 

growth, and is a factor for all employees, regardless of 
position or generation. 

In the changing global environment, it can be dif-
ficult for companies to internally monitor risk and es-
tablish appropriate levels of governance. As compliance 
guidelines change and as the complexity of communi-
cating and managing investments grows, it is increas-
ingly challenging for organizations to stay ahead of the 
curve and effectively manage risks. These risks take form 
in many different situations and mediums, including so-
cial media and international compliance implications. 

hoW has social MEdia changEd thE risk 
Factor?
Social media brings a wealth of opportunities to orga-
nizations both large and small. The benefits include an 
efficient and low-cost medium for managing communi-
cations, contests, and customer service and for keeping a 
real-time pulse on consumer feedback and brand image. 
Social media also brings risk.

Potential Social Media Scenario
A young, new employee at a consulting firm is privy to 
some good news for the company and for its position. 
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The employee wants to share this information with 
friends and family, and he does so with a Facebook post-
ing, a tweet, and for good measure, a LinkedIn update. 
It states, “#ABC Firm just landed #XYZ Company as a 
new client—great news for the company and for me as 
I’ll join the team.” 

In an instant, it’s in the public domain and with the 
aid of social media monitoring tools, all involved com-
panies will immediately pick it up. Based on your orga-
nization’s social media policies, this may be a perfectly 
acceptable posting of company information; however, it 
may still prove to be a risk to the company. For instance, 
has the contract been signed? Or, has the new client not 
yet authorized the firm to an-
nounce the relationship? 

Pulling from our original 
example, companies must 
establish guidelines to com-
bat the risk associated with 
social media. Based on the 
nature of an organization, it 
may be wise to allow only a 
small group of individuals 
to share information on the 
company via social media 
sites. A global company or 
one with a younger audi-
ence and consumer base may 
choose for a more widespread 
but controlled use of these 
tools. Whichever the case, 
guidelines on how informa-
tion on the company may or may not be communicated 
are essential. 

Discussion points for social media guidelines include:

●● Are employees allowed to list the organization’s 
name on their profile? If so, what version: 

●❍ ABC Company

●❍ ABC Co., Inc.

●❍ ABC Company, Inc.

●● Should employees be allowed to link to the com-
pany page, account, or Web site? 

●● Is it appropriate for employees post on the company 
page?

●● Are employees allowed to post on other pages, such 
as a competitor’s page?

●● What possible implications and risks do these sce-
narios promote?

The next step is to determine what actions will be 
taken to manage misplaced or misused information, 
such as our original scenario.

EFFEctivEly Managing risk: locally and 
gloBally
As social media and technology blur national borders 
and pull the world together, differing laws and com-

pliance guidelines among 
countries continue to add 
levels of complexity to or-
ganizations. Firmly in place 
among the executive of-
fices of an organization, the 
management of risk reaches 
into every business sector, 
and therefore, a business-
driven approach to manag-
ing risk for international 
organizations has proven 
effective.

This business-driven 
approach involves the 
elimination of one of the 
greatest threats to an or-
ganization’s success: the 
compartmentalization of 

information or departmental silos. Until recently, risk 
management was handled separately for governance 
and compliance activities, resulting in the duplication 
of resources. Reflective of other business areas, the cur-
rent economic downtown has aided in the reduction of 
duplicated resources and activities. When risk is man-
aged autonomously in different areas of an organization, 
it creates a greater risk environment with multiple risk 
factors.

Therefore, removing the silos of information and de-
veloping a fluid business process that continuously iden-
tifies, manages, and acts upon risk is a key element in an 
organization’s risk management success.

As a result, the phrase “Think Globally, Act Locally” 
is applicable to an organization’s governance, risk, and 

A governance, risk, and compliance 

(GRC) program will encompass wide-

reaching policies and programs that 

will reveal best practices, resulting 

in improved risk identification and 

increased compliance, while at the 

same time fostering growth. 
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compliance (GRC) initia-
tives. A strong GRC pro-
gram adheres to the highest 
level of compliance, be it 
state, national, or interna-
tional guidelines and laws, 
but contains the tools and 
resources to identify, act, and 
manage risk on a local level. 
A program of this type will 
encompass wide-reaching 
policies and programs that 
will reveal best practices, 
resulting in improved risk identification and increased 
compliance, while at the same time fostering growth. 

Latest GRC Legislation:  
UK Bribery Act and Dodd-Frank Act 
The newest piece of international compliance legisla-
tion to impact corporate governance and compliance is 
the UK Bribery Act. The legislation was passed in April 
2010 and is expected to be enforced in spring 2011. De-
veloped on the original structure of the United States 
Foreign Corrupt Practices Act of 1977 and the enact-
ment of the Organization of Economic Cooperation and 
Development’s Convention on Combating Bribery in 
1997, the act will bring a new level of oversight and ac-
countability in the stand against corruption throughout 
the United Kingdom and within organizations that con-
duct business within the UK. 

The increased level of accountability combined 
with the increased penalties for companies based in 
or engaged in business activities with the UK calls for 
changes to an organization’s compliance procedures and 
governance oversight. The four new offenses brought 
forward by the act include:

 1. Bribing another person

 2. Being bribed by another person 

 3. Bribery of foreign public officials 

 4. Failure of an organization to prevent bribery 

The fourth offense has a particularly strong impact 
on organizations, as the only acceptable defense to re-
move liability for an employee’s illegal act is for the or-
ganization to deliver proof that it had in place “adequate 
procedures” to prevent bribery. 

The U.S.’s new Dodd-Frank Act has added another 

level of corporate guidance 
for financial institutions. 
The impact of this law is 
still yet undefined as many 
of its sanctions are still in 
development. However, 
one of the act’s most unde-
niably attention-grabbing 
elements is Section 922, 
which provides monetary 
awards to individuals whose 
whistle-blowing leads to the 
recovery of monetary sanc-

tions of $1 million or more. This not only applies to pub-
lic companies but also to private equity firms and hedge 
funds that manage more than $100 million; it has had 
a major impact on how companies manage their GRC 
programs to ensure organizational-wide protection.

is risk “riskiEr” than EvEr?
The consequences associated with risk have always been 
high, and the ability to minimize risk while not interfer-
ing with organizational growth and activity is a delicate 
balance. That balance is increasingly difficult to find in 
today’s rapidly changing marketplace, so yes, risk is risk-
ier than ever. It falls across all aspects of an organization, 
and volatile situations can arise in every department or 
from any employee.

For an organization to achieve success, it must start 
with a fully developed GRC strategy, complete with edu-
cation and awareness programs, which is communicated 
on a regular basis. Fortunately, there are many resources 
available to assist in every aspect of managing GRC pro-
grams: tools to monitor social media activities, interac-
tive training solutions, aid in employee education, and 
enterprise IT software solutions that track allegations 
and reports while identifying trends. When combined 
with thoughtful leadership and strong governance pro-
grams, these tools aid in the mini-
mization of risk throughout an 
organization. A&G

luis rAmos is the chief executive 
officer of the network, a leading 
provider of governance, risk, and 
compliance solutions to nearly 
half the fortune 500. luis can be 
reached at luisramos@tnwinc.com. 

The consequences associated with 

risk have always been high, and the 

ability to minimize risk while not 

interfering with organizational growth 

and activity is a delicate balance.
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how to initiate 
an enterprise 
Architecture 
effort in 
an Austere 
environment

Imagine yourself driving but not knowing where you 
are going, why you are going there, or how much it is 

going to cost. Taking a vacation in this manner may not 
result in the desired outcome. To ensure that your vaca-
tion is successful, many factors need to be considered 
first, such as desired goals and budget limits. Like plan-
ning a personal vacation, the federal government and 
Department of Defense (DoD) must strategically plan 
their business services, operations, and information sys-
tems to achieve their end goals. 

Background oF EntErprisE architEcturE 
MandatEs
Enterprise architecture (EA) is currently mandated for 
federal government organizations. In 1996, the Clinger-
Cohen Act reformed the federal government’s approach 
to information systems acquisition. The intention of 
this act was to assist in controlling risks, minimizing 
costs, and improving the performance of federal en-
terprises. To build upon the Clinger-Cohen Act, the 
DoD adopted a similar approach in 2003 known as the 
Joint Capabilities Integration and Development System 
(JCIDS). Both approaches require the creation of disci-
plined architecture products to objectively provide key 
and accurate information for the architecture decision-
making and assessment process.

The true intention of these mandates is often lost 
because federal organizations will sometimes focus on 

simple mandate compliance rather than the actual goals 
of the Clinger-Cohen Act and the JCIDS process. For 
example, EA products are often created to pass reviews, 
but there is no intent to use them as part of the deci-
sion-making process. The EA products should instead be 
tightly integrated into the strategic planning and acqui-
sition planning activities to be effective and truly meet 
the objectives of the federal mandates.

coMMon proBlEM:  
translating thE MandatEs into practical usE
Because EA products are mandated and may utilize an 
unfamiliar approach, many organizations become over-
whelmed when deciding how to begin their efforts. En-
terprises within federal government and DoD agencies 
are often very complex and usually quite large, as are 
their private sector counterparts. Tackling a structured, 
objective enterprise assessment with such complexity 
and magnitude can be quite intimidating. To add to the 
strategic planning and EA challenges, organizations of-
ten have limited funding to perform the full scope of 
EA analysis. With the intimidating size of the enterprise 
architectures and the challenge of limited resources cre-
ating an austere environment, organizations often find 
themselves quite overwhelmed and struggle with how to 
begin EA efforts.

By Ruth Burgess and John Forte

http://www.architectureandgovernance.com/subscribe/


10 Visit the new A&G Web site at www.architectureandgovernance.comjoin The communiTy!

MoRE on pAGE 11

kEy startup activitiEs  
For a succEssFul Ea EFFort
To overcome an architecture’s com-
plexity and potentially limited 
resources, MorganFranklin recom-
mends several key startup activities 
that have proven to be essential to 
effective EA efforts. In the vacation 
analogy, in order to not drive aimless-
ly, the destination, arrival method, 
and many other factors need to be determined before 
traveling. In our past experience, there have been orga-
nizations that spend large amounts of money to ramp up 
architecture teams without strongly defining the desired 
goals and visions of their enterprises. To ensure archi-
tecture assessment consistency and overall success, we 
recommend three fundamental steps to successfully be-
gin an EA endeavor:

1. establish and prioritize strategic business goals. What 
does the organization want to be as it evolves? 
What business services is it providing to the rest 
of the community and who are its users? What 
discriminators or strengths does it want to build or 
maintain? What overarching policies is it going to 
embrace?

2. Create high-level capability and concept views for com-
mon vision. Once the goals have been established, 
how will they be achieved? What is the common 
vision for the concept of operations? What op-
tions are there for new transformational concepts 
of operations and which concepts currently work 
successfully?

3. Capture a catalog of “as-is” processes, systems, ap-
plications, infrastructure, services, and standards. Too 
often the current systems, applications, and infra-
structure are completely ignored. It is essential to 
have a validated, up-to-date catalog of all resources 
that currently support the organization’s mission set.

hoW to rEalizE iMMEdiatE valuE-add WhilE 
ovErarching vision is BEing sEt
In an ideal, theoretical world, an organization can wait 
until the entire “to-be” enterprise architecture has been 
described and vetted before analyzing and describing a 
strategic plan forward. However, if organizations were to 
wait, they would lose valuable architecture assessments 

that could be completed in the 
meantime. Organizations can quickly 
start realizing value from architecture 
engineering efforts if they are focused 
on narrowly defined and near-term 
solutions. While the key startup ac-
tivities should continue to be car-
ried out by a set of undistracted team 
members, experience has shown that 
organizations can have small-scale 

architecture development successes. The practical and 
tangible results can also provide the necessary traction 
and advocacy often needed to continue support and 
funding for overarching EA efforts.

What are some of these focused architecture analy-
ses? Our experience has shown that an organization can 
focus on the top-priority systems being acquired and 
transitioned within the next year. These architecture ef-
forts can make certain that the systems are defined well 
enough to ensure integration into the greater enterprise. 
Another focused effort can involve saving operations 
and maintenance (O&M) costs by analyzing legacy sys-
tems and determining what type of redundancies exist. 
Additionally, a federal organization can explore what 
potential solutions could be used by obtaining the les-
sons learned from other organizations’ successes and 
failures. While the vision is being set, the organization 
can begin to adopt successful and applicable common 
practices and technologies.

What iF a ForMal Ea tool is unavailaBlE?
Would you delay your vacation if you owned a Corolla 
but always dreamed of traveling in a Cadillac? If you did 
not have the money to buy a new vehicle, you would 
most likely still take your vacation. For architecture 
product creation, organizations do not need to wait un-
til they bring in a robust architecture tool before cap-
turing the necessary information. Architecture analysis 
can occur without a formal architecture tool. The effort 
can begin by simply using standard desktop commercial 
off-the-shelf (COTS) products, such as Microsoft Word, 
Excel, Visio, and PowerPoint. Basic architectural analy-
sis and data collection are essential in strategic and ac-
quisition planning and can successfully occur without a 
robust tool. 

It is important to keep in mind that EA analysis is 
an ongoing, long-term endeavor. While the architectural 
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assessments should continue despite tool constraints, 
bringing in a more formal EA tool should be considered 
for the long-term solution. EA tools are built to support 
information sharing and expedite architecture product 
creation. In the long run, a more robust tool will save 
time and improve collaboration among a large group of 
architects.

conclusion
To achieve the vacation of your dreams, capturing the 
desired goals, objectives, budget, and timeline is essen-
tial to successfully arriving at your ultimate destination. 
EA should be treated no differently. While the ultimate 
destination is being determined, one can take mini-trips 
or complete short-term architecture projects that will 
realize immediate value and potentially provide insight 
into the end goal. Lastly, the type of transportation, or 
architecture tool, should not be the primary focus or a 
limiting factor at the start of an EA effort. Following 
these guidelines will help any organization get closer to 
achieving its vision. A&G
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